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ABSTRACT
The evolution of smart buildings has been driven by technological advancement in building control systems,
which made building systems more fragile and prone to faults. Buildings now generate an enormous amount
of data, and the collection and analysis of such data is useful for detecting faults. However, fault detection
approaches are not optimal in buildings due to several challenges. Data for fault detection is not readily
available because of poor data collection practices and often when data is available, the data quality is
inadequate to have useful models for fault detection and diagnosis (FDD). We propose a workflow for
data-driven fault detection and diagnosis to deal with some of these challenges. The workflow incorporates
a data collection framework and recommends the best data-driven modeling practices to improve data
quality and model performance.
1

INTRODUCTION

Technological advancements in sensing and control systems have improved the quality of systems installed
in buildings, which now can react to their environment, which ultimately increases their ease of use and
efficiency (Garcia et al. 2017). The benefits of smart buildings come at a cost: the underlying systems that
drive these innovations are complex and fragile, thereby being more prone to faults and failure (Viktoros
et al. 2020). In our research we are interested in buildings equipped with sensors, actuators, and control
systems; we will call these systems building systems.
The numerous advantages of control systems for buildings can only be enjoyed when building systems
are reliable and perform as expected. However, building systems are affected by several conditions that can
lead to faults, including physical damage, deterioration, inadequate maintenance, and poor quality of the
materials used (Rajkumar et al. 2010). These conditions are more prominent when old buildings are
retrofitted or when buildings are subject to harsh operating conditions like inclement weather and
occupancy. These faults, if left unchecked, can lead to failure. Failure in certain components can have
serious effects, for example, if the heating system of a building fails during the peak of winter.
During their lifetime, control systems for buildings generate significant amounts of data, including data
obtained from building design, operation, and reports from technicians and building occupants. Irrespective
of the source of the data, they can provide enormous amounts of information that, when analyzed properly,
reflect the actual operation of the building (Lazarova-Molnar et al. 2016). This knowledge can also help us
detect faults and diagnose faults through a process called Fault Detection and Diagnosis (FDD).
Although we can collect data from buildings, such data collected might not be good enough for FDD.
Also in many cases, the FDD process is challenging even with adequate data. One of the reasons for this is
the variation in building systems that ultimately affects the data collection strategy and data quality. We
would generally have a different data strategy for old buildings, non-digital control systems, and multiple
decentralized control systems when compared with modern-day buildings.
Although FDD is a well-established domain, data collection strategies are still a major concern. There
are very few resources available in literature on how to properly collect data for FDD in buildings. Data
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collection for fault detection suffers from poor planning, passive data collection, improper fault validation,
and poor metadata modeling. This leads to poor data quality which ultimately affects the accuracy and
validity of any data-driven FDD strategy employed (Lazarova-Molnar et al. 2016). Also, there is a lot of
potential for the improvement of the data-driven modeling process by incorporating simulation in the
workflow. Simulation can help us deal with some of the challenges in data collection and modeling
discussed above.
Considering these facts, we introduce a workflow for Data-Driven FDD in buildings that considers the
different aspects of data collection, incorporates simulation and best practices for building models for FDD
in smart buildings. The workflow is developed by using data from real buildings and then defined in a
generic fashion such that it can be applied to similar systems.
2

BACKGROUND AND RELATED WORK

Faults are abnormal conditions that could cause errors that could result in failure. Faults could be caused
by internal or external conditions within the building system, or, for instance, by extreme environmental
conditions which are external to the building system in question. If the faults occur without causing errors,
they are called passive faults and if they lead to errors, they are active faults (Shu et al. 2016; Angelopoulos
et al. 2020). There have been numerous efforts to classify the types of faults that affect building systems
with different authors coming up with different ways of classifying faults. However, for the purpose of this
work, since major aspects of building systems include sensing, actuating, and control, we will consider
faults in these subsystems.
Faults in sensors occur for several reasons, including aging, battery exhaustion, physical damage, and
noise (Raposo et al. 2017). These faults can affect performance within a sensor network. Studies have
reported multiple temporary failures in sensor readings within the sensor network (Sharma et al. 2010).
Sensor faults typically prevent us from properly capturing changes in physical processes.
Actuator faults are important because they can cause the entire system to fail. They are also difficult to
deal with because it is hard to have actuator redundancy. A modern actuator is a dynamic system by itself
and faults within actuators can be classified as like a dynamic system (Zhan et al. 2018 and Bartys et al.
2006). There are different types of actuators: hydraulic, in which hydraulic power from a liquid is used to
facilitate the mechanical process of switching, pneumatic, which are like the hydraulic but using
compressed air in place of the liquid, electrical, which convert electric power to mechanical torque or light,
and mechanical actuators, which convert rotating motion to linear motion. These actuator types have
different parts, and the actuator faults can be classified according to which part is responsible for the fault
(Ponomareva et. al. 2006, Cura et al. 2003).
The behavior within a control system is affected by the design as well as the logical results and time of
execution. For a building system, the correct service for a control system means that the design parameters
are correct, and the behavior is correct, meaning it has expected logical results at the expected physical time
of execution. Any deviation from a correct service is a fault (Lee 2015). Control system faults can occur at
different phases during the life of the control systems system; they could occur at the development phase
due to software flaws, hardware errors, or production defects. They could also occur during the operation
phase as physical faults or faults because of the interaction of the building with the environment (any entity
external to the building) (Aivizienis et al. 2004)
When a fault occurs, the optimum operation of the building system cannot be guaranteed. There is
usually a degradation in performance even if it does not interfere with the system operation. Therefore, it
is important to detect faults quickly to prevent failure. FDD methods are developed to detect faults, identify
their cause, severity, and consequences. Over the last decade, there has been a lot of work done in FDD
(Lazarova-Molnar et. al. 2016)
FDD in building systems is a particularly challenging problem for several reasons. First, many of the
processes within buildings are not adequately monitored. Second, there is significant fault propagation
within building systems that complicate the diagnosis aspect of FDD. Finally, buildings provide a wide
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range of functions and the systems are subject to various configurations and environmental conditions. This
typically leads to large variations that further complicates the FDD process (Reppa et al. 2016)
To address some of the challenges outlined above, several researchers have come up with different
methods for FDD in buildings, which can be classified as Model-Based, Hardware-Based, or Data-driven
methods within the building system (Boi-Ukeme et al. 2020).
Model-based FDD methods are designed to use a model to predict the output of a fault-free system and
then these outputs are constantly compared with the output of the system. Whenever there is a significant
deviation in the output, a fault condition is raised. Hardware-based methods use dedicated hardware within
the building system to detect faults. Data-driven methods rely on data obtained from the building system to
detect faults. This is achieved by using algorithms to benchmark normal system performance and find
discrepancies in the data when compared to the benchmark (Zhao et al. 2020).
Our research focuses on data-driven methods, and we will introduce a workflow for these methods.
Data-Driven FDD methods apply various approaches to study patterns inherent in the data to detect faults.
They can be either qualitative, (for example, fuzzy logic or pattern recognition), or quantitative (for
example, statistical methods or neural networks). When compared to other methods, Data-driven FDD
methods are easier to apply in practice because they neither require significant knowledge of the systems
nor the use of physical models. They simply rely on studying the relationship between input data
(predictors) and output data to detect faults (Zhao et al. 2020; and Li and Brown 2007). Data-driven methods
use different data mining methods, which can be classified as supervised or unsupervised. Supervised data
mining methods aim to learn complex relationships between multiple variables. Generally, they are used
for predictive or classification tasks. Unsupervised data mining methods are used to detect structure,
relationships, and connections. It can discover hidden patterns within the data. Supervised methods are
accurate but difficult to explain while unsupervised methods do not require ground truth information but
are overly sensitive to data. For building systems, unsupervised methods discover an enormous amount of
knowledge within the data most of which is not useful for FDD. Also, when compared with the supervised
methods, the unsupervised methods are not good at finding complex relationships between multiple
features. This makes the supervised methods more appropriate for our research: building systems have
multiple related variables (Mimaghi and Haghighat 2020).
Data-driven FDD in buildings has been studied in the past decade; while the work done addresses
relevant issues regarding FDD, there is still room for improvement. Most of the work in this area focuses
on applying different data mining approaches to specific building systems, and many of them focus on
building systems with significant energy consumption (Zhao et al. 2020). Although the studies so far have
been useful for the improvement of FDD methods, there is no generic workflow to guide the process of
FDD in building systems. Also, there are many methods for Data-Driven FDD such that the choice of the
best method is not always obvious. Not all building systems benefit from a data-driven approach, thus a
workflow could help to identify candidates for FDD and guide the selection of methods. Finally, there is
little work done regarding data collection for FDD, and it is clear from different researchers that the quality
of the FDD methods greatly depends on the quality of the data used for FDD. For example, the data of fault
ground truth always yields an unbalanced dataset with the fault-free data. Simulation data can significantly
help improve the data quality for FDD (Zhao et. al 2020; and Lazarova-Molnar et al. 2016)
3

A WORKFLOW FOR DATA-DRIVEN FDD

The workflow presented in this section was developed by applying standard data mining methods to datasets
obtained from a building system, the datasets studied include simulated data, experimental data, and actual
data from buildings. In applying these methods, we observed certain gaps and peculiarities for FDD that
are not captured in the standard data mining process, hence this workflow is proposed to deal with these
gaps. The proposed workflow is presented in Figure 1.

Authorized licensed use limited to: Carleton University. Downloaded on April 14,2022 at 15:18:29 UTC from IEEE Xplore. Restrictions apply.

Boi-Ukeme and Wainer

Figure 1: Data-driven FDD workflow.
The workflow shows a five-step process for Data-driven FDD. The steps include data collection from
the building system of interest, data understanding process, data preparation and analysis, data modeling,
and deployment of the models for FDD. The direction of the arrow shows the typical sequence of these
steps, although in some cases you can go back to a previous step to make changes that impact the current
step. We start by collecting data from the building that meet the requirements for FDD, then we apply some
techniques to understand the data. After data understanding is completed, we would proceed to data
preparation and Analysis which would help us prepare the data set for FDD and guide us with the selection
of the right modeling approach. The next step in the process is the development of the data-driven models
after which the models can be deployed to detect faults in real buildings. In this workflow, we are not
concerned with deployment because the deployment strategy will depend on the specific building system
use case.
At first glance, this workflow looks like a standard data mining workflow. We will now describe each
of the components within the workflow, highlighting the steps needed for proper FDD in buildings.
3.1

Data Collection

As we discussed in the background, there is a drive to collect data from buildings, and the data collected
can be useful for FDD. For this data to be good enough for FDD, we have developed an approach and a set
of requirements that the data must meet. The way the data is collected will depend on the building and the
type of information available. The data collection framework gives a summary of how to collect data.

Figure 2: Data collection framework.
From Figure 2 we can see that the data can be from a simulation, experiment, or the actual operation of
the building. The idea that smart buildings are designed to be efficient makes it difficult to collect many
data points for faults during operation. In general, building operation data does not have enough data points
to show the range of faulty conditions, this is because the building systems are designed to be reliable and
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sometimes have not been operated for long enough periods to see the various fault types and intensities.
Simulation is important regardless of whether or not we have operational data because it helps us generate
the required FDD data or compensate for the inadequacies in the data collected from the other sources.
There are many tools available with standard methods that can help us simulate these conditions and
generate adequate data for developing FDD models. This shows how data from simulation and experiments
can help. From simulation and experimentation, we can force the system or model of the system to work in
different conditions and collect fault data which will be useful in developing data-driven models. In an ideal
situation, we would have models of the system, and physical models where we can run experiments to
collect data for FDD, however, this is not always the case. It may be an old building that has been retrofitted
with smart systems. In this case, we would need to aggregate the data from different sources including
metered and sensed data, user/operator reports, fault logs, and other available methods. Once the data is
aggregated, there would need to be a detailed process for data labeling and ground truth validation, this is
a tedious process but is needed to be sure the data obtained meets the requirement for FDD. Regardless of
how the data is collected and what means are available, FDD data should meet the following requirements:
1. Data Description: The data collected should be clearly described. Proper data description would ensure
that historical data can be used for future FDD strategies in the building. Elements that make for proper
description include:
a. Information on how the data was collected.
b. What information we can obtain from the data.
c. Metadata to describe what data represents, the correct unit of measure, and the time stamp.
2. Data Collection Frequency and Duration: The data for FDD should be collected frequently enough
to ensure faults are not missed and long enough to ensure we capture the operating range of the building
system. For example, for temperature data in a building, we would need to ensure we have
measurements during the different seasons in the year.
3. Datapoints should obey standard rules (for example, the number of data points should be at least ten
times the number of features). Also, the features present in the dataset should be relevant to the fault to
be investigated.
4. Fault Input scenarios should be clearly defined with types and time. This includes fault types, fault
intensities, fault injection mechanisms, measurement frequency, and fault duration.
5. Target: The ground truth information between fault free and faulted data should be known
3.2

Data Understanding

After the FDD data that meets the requirements have been collected, the next step in the workflow is data
understanding. The objective of this step is to understand the attributes of the data and clearly identify key
features that would help us make informed decisions regarding data-driven modeling for FDD. This step is
important to avoid unexpected problems in the next phase (data pre-processing and analysis), which is
usually the most time-consuming step in the workflow.
For proper data understanding, several questions need to be answered about the datasets available. The
answers to the questions of the data understanding step would help us understand the data from its
description, identify the features and target, decide whether the data is relevant for FDD and if there are
any ethical concerns or other similar issues with developing the models. At the end of this stage, we can
decide whether it makes sense to adopt a data-driven approach.
3.3

Data Pre-processing and Analysis

After understanding the data, the next step is pre-processing and analysis. In this step, we start with preprocessing where we would ensure that the raw data is cleaned and ready for modeling. Then we would
proceed to analysis where we can explore the different variables in our data. We would be able to discover
missing, noisy, or inconsistent data. We would also find the distribution of each variable and how they
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relate to each other. Depending on the way the dataset is collected, there are several activities to be done at
this stage.
This exploratory analysis is particularly important for buildings because the way building systems are
designed, the various features are closely related. For example, the temperature in the room is related to the
speed of the fan in the air handling unit and many other features. By doing the univariate and bivariate
analysis, we can see what the features of interest are and how they relate or correlate with each other.
The knowledge obtained from this step would guide our decision on what types of models to use in the
modeling stage.
3.4

Data-Driven Modeling

After the data pre-processing and analysis are done, we would have an idea of the categories of models that
would be good for the data set. The choice of an exact model would be decided iteratively, meaning, we
would try different models within the category and select the best one based on certain metrics. The
following steps summarize the activities in the modeling phase.
1. Specify the target and the inputs (predictors)
2. Partition the data into the training and testing set. The training set is a subset to train the model
while the test set is a subset to test the trained model.
3. Correct for Imbalance: As we saw from the discussions in the preceding section, FDD data is
usually unbalanced, and we would correct that. This can be achieved by collecting more data,
resampling the dataset, or generating synthetic samples through simulation. Generating synthetic
samples through simulation is gradually becoming popular. For example, there has been some work
done in generating synthetic samples using a discrete event simulator called SimPy (Kenny et al.
2021). It can also be corrected in the modeling stage by using a penalized model or by evaluating
model performance using a different metric other than accuracy. This is because unbalanced
datasets usually affect model accuracy.
4. Choose the model(s) iteratively and according to the FDD objective. For example, for a flag target,
we would need a classification model.
5. Evaluate models based on certain metrics and select the best performing model. Some metrics
include accuracy of fault detection, confusion matrix (Detection of false positives or false
negatives).
4

A WORKFLOW FOR DATA-DRIVEN FDD – CASE STUDY

The case study presented in this section uses datasets obtained for the Air Handling Unit (AHU) of a
building. AHUs are systems that are used to circulate air within the building. It is used to supply and
transmit fresh air at the correct temperature, this is achieved through temperature control, oxygen
regulation, air conditioning, and humidity regulation. They are usually found underground on the roof or
the floor of a building. Most units have a duct that pulls used air from the room to the AHU, which a fan
releases into the atmosphere (Afroz et al. 2018).
4.1

Data Collection

The dataset was created by a team in the Pacific Northwest National Laboratory (PNNL) using a building
model. The building envelope model was simulated using the EnergyPlus tool (Crawley et al 2001) while
the Heating Ventilation and Cooling (HVAC) system model was simulated using Dymola (Bruck et al
2002). The facility is equipped with three AHUs. AHU-1 serves the common areas of the building. The
remaining AHUs serve the A-and B-Test Systems. AHU-A and B are identical, with each AHU serving
four zones. Of the four zones, three have external exposures and one sees only internal conditions. The A
and B zones are mirror images. The zones are identical in terms of construction, exposure, and thermal
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load. The focus for the experiments and simulation is on AHU-A (Lin et al 2020). The dataset provides
information about the main components of the AHU-A test system. They include:







Air supply fan and the return air fan,
Preheating, cooling, and heating coils,
Heating and cooling control valves.
Recirculating air, exhaust, and outside air (OA) dampers.
A duct for transferring air to and from an air-conditioned space.
There is a target field indicating a fault in the OA temperature bias.

The dataset fulfills the requirements as follows:
1. For metadata, every column is properly labeled, and the unit of measure is clearly defined in the
data description. There is a date-time column showing the time stamp for each record.
2. The fault of interest is OA temperature bias, and the data was collected every two (2) minutes for
1 year, on inspection, the data appears to cover the operating range of the systems involved.
3. We have 272160 records and 18 columns which fulfills the requirement for the number of fixtures
and records. Dataset also has relevant features and properly defined units of measure.
4. The input scenario for the fault injection process was described in the data collection document.
Faults were injected and left to last for 12 hours. The fault intensity is described in Figure 3.

Figure 3: Fault intensities.
The middle value in Figure 3 (X deg C) is the correct temperature reading. The boxes to the
right and left of it represent deviations from the correct reading and are considered as faulty values.
OA temperature bias faults start with a 1 deg C difference in the measured value. There are also
higher bias values with a difference of 2 deg C and 4 deg C, as shown in Figure 3. The fault values
vary in intensity. The higher the deviation from the correct reading the higher the fault intensity. In
this example, there are three levels of fault intensity considered. They are deviations of 1, 2, and 4
deg C respectively with 1 deg C having the least intensity and 4 deg C having the most intensity.
5. Whenever there was a temperature bias, the target data was defined as 1 and when there was no
fault it was defined as 0. The target ground truth is known, and the target is a digital value.
4.2

Data Understanding

To understand the data, we analyzed the various columns for their data type and statistics. Table 1.
Summarizes the dataset.
From Table 1, we can see that the dataset has 18 columns and 272160 records. The data consists of
some continuous measurements and some flag measurements. During the data understanding process, we
observed that some measurements were not properly categorized. This was noted and would be addressed
in modeling.
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Table 1: Dataset summary.

4.3

Data Pre-processing and Analysis

The data provided did not require much cleaning. There were no missing values or duplicated entries. The
only data cleaning practice that was applied was to convert the Datetime column data type from string to
DateTime datatype and then to ensure uniformity in the column names.
4.3.1 Univariate Analysis
Histogram plots, bar graphs, measures of central tendency, and dispersion were used to perform univariate
analysis column by column on the AHU dataset. It was observed that there is an imbalance in the dataset
since class 1 (faults detected) exceeds class 0 (no faults) by a large number as shown in Figure 4. This needs
to be dealt with in the modeling stage, otherwise, the models will not perform well.
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Figure 4: Fault ground truth.
Non-categorical columns which consisted of temperature data were observed to have higher variances
while categorical columns have lower variances. The constant set values have the least variances since these
values remain all through each data point.
4.3.2 Bivariate Analysis
Here, the correlation coefficients were used to observe any linear correlations that existed within the
variables in the data. The Variance Inflation Factor (VIF) scores were used to detect this multicollinearity.
VIF is the inverse of the correlations. High VIF readings (above 5) shows there is high multicollinearity.
Table 2. Shows the VIF scores for the variables.
Table 2: Feature correlation.
Variables

VIF

Supply Air Temperature

1.425416

Supply Air Temperature Setpoint

0.862552

Outdoor Air Temperature

3.735444

Mixed Air Temperature

8.014675

Return Air Temperature

3.460612

Supply Air Fan Status

inf

Return Air Fan Status

inf

Supply Air Fan Speed Control Signal

inf

Return Air Fan Speed Control Signal

inf

Outdoor Air Damper Control Signal

4.357522

Return Air Damper Control Signal

1.000012

Cooling Valve Control Signal

1.364601

Heating Coil Valve Control Signal

1.005016

Supply Air Duct Static Pressure Setpoint

0.014861

Supply Air Duct Static Pressure

45.70911

Occupancy Mode Indicator

5.975188

From Table 2, there are notable variables with VIF scores above 5. This shows that there was
multicollinearity in the data variables. With this type of multicollinearity, we have two options: we can
either remove some features that are highly correlated and then still try a regression approach or treat it as
a classification problem where the multicollinearity would not be a cause for concern. We would try both
models and compare the results.
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4.4

Data-Driven Modeling

From the data analysis and pre-processing, we observed that the FDD problem for this case study is a
classification problem. For this example, we trained two models to detect faults. The models are Logistic
Regression (LR) and K- Nearest Neighbors (KNN). The workflow shown in Figure 5 describes the
modeling process.

Figure 5: Modeling workflow.
From Figure 5, we start by importing the FDD data that meets the requirement defined in the data
collection step, then we select the target column (fault ground truth); the next step is to clean the data in the
pre-processing node. To partition the data, we used the 70-30 rule where 70% of the data was used to train
the model while 30% of the data was used to test the models. The next step was to correct for imbalance.
To do this, we use Synthetic Minority Oversampling Technique (SMOTE) to balance the data. The models
were then trained iteratively using Scikit-learn which is an open-source python library. The results were
collected, and the model was evaluated using the test data and the results are presented in section 5.
5

DISCUSSION OF RESULTS

In this section, we present and compare the results obtained from both models. In Figure 6, we checked the
feature importance towards detecting the target.

Figure 6: Feature importance.
We observed that the top three features that contribute towards predicting the target are OA
temperature, OA damper control signal, and the AHU supply air temperature. The result for the
performance of the two models is presented in Table 3 and Table 4.
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Table 3: Logistic regression results.
Partition
Correct
Wrong

70,155
11,639

Testing
85.77%
14.23%

Table 3 shows the model performance for the LR model. We evaluated the logistic regression model
using the test data. The model predicted the test data with an accuracy of 85.77%. This was the best result
after features that exhibited high multicollinearity were dropped as predictors. Similarly, we evaluated the
KNN model using the test data and the results are shown in Table 4.
Table 4: KNN model results.
Partition
Correct
Wrong

78,996
2,798

Testing
96.58%
3.42%

The model predicted the test data with an accuracy of 96.58%. The KNN model outperformed the LR
model.
6

CONCLUSION AND FUTURE WORK

In this paper we presented a workflow for data-driven FDD in building systems, we went further to show
the usability of the workflow by applying it to a simplified case study.
At first glance, the workflow would appear like a typical data mining workflow. While this workflow
emanates from the standard, we ensured that we highlighted the important aspects of the data mining
process that need to be paid attention to for FDD in buildings. FDD in a building should not be a random
event, it should be carefully planned from the building design to its operation. The data collection strategy
should start early and be done properly to ensure that the data collected is useful for FDD. The importance
of simulated data and simulated fault injection was also highlighted in the data collection process. In the
process of developing the workflow, it was observed that collecting ground truth information can be tedious,
but it is important for FDD, which buttresses the point that consistency in modeling, simulation, and
deployment is important in the data collection process. Fault detection data also suffers from a huge
imbalance between faulty data and fault-free data, and it is important to correct this during data-driven
modeling. Simulation is particularly useful for handling imbalance through the use of synthetic data.
Also, modeling decisions should not be random, they should be decided based on evidence obtained
from studying the data. Detailed Data Understanding and Exploration can provide useful insight and guide
the selection of data-driven models for FDD. For example, in this case, study, the target is a label (digital)
therefore it is a classification problem it was also observed that a regression model would perform poorly
because of multicollinearity in the features.
In our future work, we would apply the workflow to field data and other fault scenarios to evaluate the
usability of the workflow. This will help us find areas of potential improvement in the workflow. Also, we
would study and compare models developed with field data with those developed with data that include
simulation data. This would help us find strategies to combine simulation data and field data within the
same FDD workflow.
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