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ABSTRACT

The creation of a simulation model, like the creation of any software product, is guided by principles and procedures that
have been reasonably well established within the software engineering community. In the context of a simulation, we need to
be able to characterize the dynamic behavior of the system, and such characterization should be expressed in aformat that is
as clear and unambiguous as possible. Wherever feasible, formal approaches should be used. One of these formal techniques,
the DEV Sformalism, has gained popularity in recent years. Although some efforts have been dedicated to the Validation and
Verification (V&V) of DEVS models, thisis an open research area with interesting opportunities for application of advanced
software engineering techniques. Indeed, it appears that thanks to the characteristics of DEV S models and the fact that DEV'S
models can be executed (e.g., the CD++ toolkit allows the use of DEVS and Cell-DEV S formalisms) well-known software
testing techniques are worth investigating for the V&V of DEVS models. In this article, we show these similarities and
discuss open research pathsin the field of DEV S modeling V erification and Validation by means of testing.
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1. Introduction

In recent years, several efforts have been devoted to define modeling paradigms, improving the analysis of complex dynamic
systems through simulation. The creation of a simulation model, like the creation of any software product, is guided by
principles and procedures that have been reasonably well established within the software engineering community. A key
prerequisite is the specification of a set of requirements, which, in a smulation context, means the characterization of the
dynamic behavior of the System of Interest (Sol). It is essential that this characterization be expressed in a format that is as
clear and unambiguous as possible. Wherever feasible, formal approaches should be used: e.g., Petri nets, Bond Graphs,
Partial/Ordinary Differential Equations, etc. A formalism that gained popularity in recent years is called DEVS (Discrete
Event systems Specification). It allows modular description of models that can be integrated using a hierarchical goproach
[Zeigler et a. 2000]. Different environments have been built to support modeling and simulation of discrete-event systems
using DEV'S, and a current effort is trying to standardize modeling environments [DEV STD 2004]. One of them, the CD++
toolkit [Wainer 2002], alows the use of DEVS and Cell-DEVS [Wainer and Giambiasi 2001] formalisms. CD++ provides
both graphical and programmeatic (C++) ways of building simulation models[Christen et a. 2004].
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These activities can be organized in alife cycle (Figure 1), which begins with the definition of the requirements and follows
with the definition of the conceptua and simulation models. As any software life cycle, this process is cyclic, allowing
refinement. Reasons for refinement include but are not limited to: changes to the level of granularity of the model to better
address the goal's of the simulation, modification and maintenance of the model(s) to fix defects.

Validation and Verification (V&V) of these different steps has already been identified as paramount for users of such
technology [Sargent 2000]. A simulation model can be useful and effective only to the extent that there is enough confidence
in the results which it generates. Validation is concerned with the fundamental issue of whether or not the simulation model
is an acceptable representation of the Sol, when viewed from the perspective of the stated goals of the intended simulation
study. Typicaly, the question to be answered is: “Are we simulating, or have we simulated, the right system?’ As the
simulation model is an evolution of the conceptual model (together with aspects of the requirements specification), it follows
that the validation process needs to focus on the conceptual model. On the other hand, Verification is concerned with the
transformation of the conceptual model into a smulation model. Here, the question one ties to answer is. “Are we
simulating, or have we simulated, the system right?’

V&V activities do not congtitute a particular phase of the life cycle, but are an integral part of it, and Validation and
Verification (V& V) techniques have to be used throughout this life cycle. V&V activities must be as systematic as possible
and must be documented correctly to increase our confidenceinto simulation results.

Testing, that is the execution of a system with actual values (as opposed to symbolic execution) isone well known technique,
among others, that has been used to verify and validate software systems. Given that ssimulation models such as DEVS
models have the interesting property of being “executable” (thanks to environments such as CD++) we are interested in using
(possibly adapting) traditional software testing techniques to perform V&V of discrete-event models based on the DEVS
formalism.

A first attempt at adding V&V capabilities to CD++ by means of testing was described in [Wainer et a. 2002], where a
specific infrastructure for the execution of test cases on DEVS models is described. Specifically, test case data provided by
the tester is trandated into a DEVS model (a DEVS Generator model) that represents a component of an Experimental
Framework created for testing purposes, and it is connected to the model under test to generate test input(s). Another DEV'S
model (called the Transducer) is created to collect the output(s) of the model under test and verify whether they correspond
to the expected ones, i.e., whether there is a failure. Experiments did show that such infrastructure could indeed help the
designer to find defectsin the model(s).

Although these facilities provide basic infrastructure to carry out the tests, a systematic approach for the derivation of test
cases is required: we want to trust the simulation models. Shortcomings uncovered during the execution of the simulation
model imply either shortcomings in the requirements specification or shortcomings in the verification process. In order to
ensure trust, we need to address different issues. How has this been achieved? What was the testing strategy followed? (if
any) Are the results simply empirical evidence? Are there any measures of code coverage when executing a set of models
(benchmarks?).

In this article, we address some of these questions, and provide general ideas on how to solve them in the long term, showing
some open research questions and possible solution paths. Very recent efforts [Traoré and Zeigler, 2004] tried to formalize
the concepts of Experimental Frameworks and their relationship with DEV S models. A discussion about the relation between
these two effortsis outside the scope of this paper, and it could be addressed in future work. In our particular case, we are not
focused on the formalization of the Experimental Framework concept, nor in the metamodeing methods involved. Instead,
we want to explore new techniques to incorporate automated testing facilities that are well-known in the Software
Engineering community to the testing framework based on Experimental Framework originally presented in [Wainer et al.
2002].

In the following sections, we shortly describe the DEV'S formalism and discuss some basic facilities aready built into the
CD++ toalkit (Section 2), and introduce some software testing terminology (Section 3). We then discuss how traditiona
software testing techniques pertain to the V&V of simulation models described in DEV'S (Section 4). Conclusions are drawn
in Section 5.

2. TheDEVSformalism and CD++

The DEV S formalism was originally defined in the "70s as a discrete-event modeling specification mechanism. It isasystems
theoretical approach that allows the definitions of hierarchical modular models that can be easily reused [Zeigler et a. 2000].
A real system modeled with DEV'S is described as a composite of submodels, each of them being behavioral (atomic) or
structural (coupled). Each model is defined by atime base, inputs, states, outputs and functions to compute the next states and
outputs. It has been proved that DEVS models are closed under coupling, that is, when observing the 1/O trgjectories of a
given atomic model, we can always find a coupled model that is semantically equivalent, although having different structure.



This alows coupled models to be integrated to a model hierarchy, dlowing model reuse. As a result, the security of the
simul ations is enhanced, testing time reduced, and productivity improved.

A DEV S atomic model isformally described by:
M =< Xl Sy Yl dimv de(tv | lta>

Each atomic model can be seen as having an interface consisting of input (X) and output (Y) portsto communicate with other
models. Every state (S) in the modd is associated with a time advance (ta) function, which determines the duration of the
state. Once the time assigned to the state is consumed, an internal transition istriggered. At that moment, the model execution
results are spread through the mode’ s output ports by activating an output function (I ). Then, an internal transition function
(diy) isfired, producing alocal state change. Input external events (those events received from other models) are collected in
the input ports. An external transition function (de) Specifies how to react to those inputs, using the current state (S), the
elapsed time since the last event (€) and the input value (X).

y
j >

$=0y (s & X)

;e

s —» s=04n(9

<=

Figure 2. Informal description of an atomic model.

A DEV S coupled model is composed of severa atomic or coupled submodels. They are formally defined as:
CM = <X, Y, D,{Mi},{li}, {Z”} >

Coupled models are defined as a set of basic components (D), which are interconnected through the model'sinterfaces (X, Y).
The trandlation function (Z;;) isin charge of converting the outputs of a model into inputs for the others. To do so, an index of
influencees is created for each model (1;). This index defines that the outputs of the model M; are connected to inputsin the
model M;, wherej isan element of I;.

CD++ is a modeling and simulation tool that implements DEVS and Cell-DEVS theories. It allows to define models
according to the specifications introduced in the previous section [Wainer 2002]. A set of independent applications related
with the tool allowsthe user to have a complete toolkit to be applied in the development of simulation models.

The tool is built as a hierarchy of models, each of them related with a simulation entity. Atomic models can be described
simply graphically or programmed in C++. CD++ provides a framework of CD++ classes with that purpose. A specification
language alows to define the model's coupling, including the initial values and external events. Graph-based notations have
the advantage of allowing the user to think about the problem in a more abstract way. Therefore, we have used an extended
graphical notation to allow the user define atomic models behavior [Christen et al. 2004], based on the DEV S-graphs notation
suggested in [Zeigler et al. 1996]. On the other hand, C++ classes increase flexibility, e.g., to define complex autput
functions. Figure 3 (a) represents asimple model using all the constructions available for the DEV S Graph notation in CD++.

Each state is represented by a bubble including an identifier and the duration for the state (TL). This specification alows
defining the pair (state, duration) associated with internal transition functions. For instance, Figure 3 (a) shows a state called
"Start", whose duration is 4 time units. Each model includes an interface with input/output ports, represented as arrowheads
associated to amodel definition. Internal transition functions are represented by arrows connecting two states. Each of them
can be associated to pairs of ports with values (p,v) corresponding to the output function. The syntax for the output function
valuesisp! v. For ingtance, the modd in the figure represents a state change from Process to Finish after 10 time units. In
that moment, the output function will execute, sending the value 1 through the port out. Externa transition functions are
represented graphically by a dashed arrow connecting two states. The notation used to represent ports and expected valuesis
similar to the one used for externa transition, but replacing the exclamation mark by a question mark: p?v [t;..t:].

Here, p and v represent the input port for the event and the value needed to trigger the associated input behavior, while
ti..t; represent the initial and final expected externa event times for the externa transitions. These values represent the



elapsed time value, as the external transitions can produce different state changes according to the elapsed time when an
external event arrives. The model in Figure 3 () can beformally defined asillustrated in Figure 3 (b).

out:integer

in:integer Server =< X, S, Y, dip, Joty |, ta> [Server]
in:in
out: out

X={in/inl Z};

Y={out/oul Z};

S={ Start, Process, Finish };

dirx (Process) = Finish, d;; (Finish) = Start;

Oog (Start, i) ={i==4 && 1£e£3}?
b Process,

do¢ (Finish, e in)={i==2 && 2 £e£5}7?
P Process

| (Finish) = (out = 6), | (Process) = (out = 1);
ta (Start) = 4, ta (Process) = 10, ta(Finish) = 7.

state: Start Process Finish
int: Process Finish out!1l

int: Finish Start out!6

ext: Start Process in 4 [1..3]
ext: Finish Process in 2 [2..5]
Start: 4

Process: 10

Finish: 7

@)

(b)
Figure 3. Definition of an atomic model
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CD++ defines an analytical notation for DEV S graphs, which can be executed by a moddl’s interpreter. Figure 3 (c) shows
the analytical specification for the model presented earlier in Figure 3 (a): Four lines (starting in “int:” or “ext:”) define the
state changes according to interna and external transition functions.

After each atomic model is defined, they can be combined into a multicomponent model. Coupled models are defined
using a specification language specialy defined with this purpose. The language was built following the formal

definitions for DEV'S coupled models.
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3. Software Testing Terminology

When testing a software system, the tester usually builds a model representing the software. The model can represent the
structure of the software (e.g., the control flow graph of a procedure), in which case the testing technique is called white-box
(or structural), or its behavior (e.g., a finite state machine) in which case the technique is called black-box (or functional)
[Beizer 1990]. A criterion is then selected among a set of possible criteria to drive the construction of test cases from the
model. A criterion usually indicates how much the elements of the model should be exercised (we say covered) by the test set
composed of test cases. The coverage ratio of atest set isthe proportion of the elements of the model that are covered by the
test set. A tester usualy tries to achieve a 100% coverage ratio, in which case the test set is said to be adequate for the
selected criterion. A typical criterion for the control flow graph and finite state machine models are the all-statements and all-
transitions criteria, respectively [Beizer 1990, Binder 1999]. The decision of choosing a specific criterion rather than another
can be driven by the so called subsumes relationship between criteria [Binder 1999]: We say that criterion C1 subsumes
criterion C2 when, for every program, any adequate test set for C1 is also adequate for C2. For instance, in the context of a
state machine, the all transitions criterion (requiring that al the transitions be exercised) subsumes the al states criterion,
since whenever a test set covers al the transitions, it also covers al the states. It is then possible to establish a subsumes
hierarchy, that is to anaytically compare criteria. A subsumes hierarchy usually indicates that some criteria are more
expansive (e.g., in terms of humber of test cases in an adequate test set) than others. However, it is not informative as to
whether one criterion is more effective at finding faults than another, even when the former subsumes the latter.

A typical testing infrastructure entails the system under test, adriver in charge of executing thetest cases® (it drivesthe tests),
and stubs simulating the behavior of any software or hardware device that is not yet available (e.g., not yet devel oped) during
the testing campaign. In the end, the tester needs a mechanism to decide whether a test case has passed or not. In the latter
case, the test case has reveded a failure. This mechanism is known as the test oracle, and it is usualy assumed that the tester
is able to build one: This is known as the oracle assumption [Howden 1987]. An oracle requires (1) a mechanism to compute
the expected value of a test case execution from the specifics of the test case, and (2) a mechanism to compare the actua
result with the expected one[Beizer 1990, Binder 1999]. Unfortunately, building an oracleisrarely an easy task. It may even
be impossible to build an oracle at reasonable costs (i.e., a cost that is lower than the cost of building the system under test):
This violates the oracle assumption. When this happens, aternatives have to be found [Weyuker 1982] (e.g., partial oracle
that only checksthat the output iswithin range).

One advantage of testing, which likely explains that this has been the main software V&V technique used in practice, is that
it does imply the execution of the software system under test. A mgjor drawback, though, is that one can prove the presence
of bugs but never their absence with testing techniques [Dijkstra 1972]. It is then paramount to be systematic when testing
(thus the use of criteria) in order to increase our (tester, user) confidence in the system. Such a use of amodel and associated
criterion is indeed encouraged and required for the certification of specific software systems (e.g., avionics systems [RTCA
1992)).

4. Verification and Validation of DEVS Models: Techniques and Issues

When one wants to model and simulate a discrete event system, a possible approach is to model the system using the DEVS
formaism [Zeigler et a. 2000] and simulate it using the CD++ toolkit [Wainer 2002], as described in Section 2, and
illustrated by the left swimlane in the UML activity diagram [Booch et al. 1999] of Figure 5 (also referred to as Figure 5(a)).
The DEVS model is defined and the CD++ toolkit is used to produce Smulation results. If one wants to perform V&V
activities for the discrete event system, several questions have to find an answer, following the terminology introduced in
Section 3 (see Figure 5(b)): What model and associated criteria to be used (Section 4.1); What are the specifics of the testing
infrastructure (Section 4.2); How to address the oracle problem in our specific context (Section 4.3); What additional issues
can be considered (Section 0). In this section, we intend to describe existing testing strategies that pertain to these aspectsin
the context of the verification and validation of DEVS models.

! Note that this may require that the system under test possess (or be extended by) mechanisms to control and observe it (e.g., set it state,
observe its outputs) [Binder 1999]. These mechanisms are usually used by the test driver.
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4.1. Model(s) and Associated Criteria

First, the model to be used to derive test cases is obviously the DEVS model that one is interested in validating/verifying.
There likely exist a number of testing criteria that can be defined for DEV'S models and it is important to decide which ones
are pertinent (Section 4.1.1). Additionaly, there exist two orthogonal black-box testing strategies (i.e., they can likely be
combined with criteria identified in Section 4.1.1) that also seem to pertain to our context, namely testing from Boolean
expressions and Category-Partition (Section 4.1.2).

4.1.1 Finite State Machines and Extensions
Since the DEV S models we want to vaidate and verify are based on the notation presented in Figure 3, which is essentially
based on communicating finite state machines, it is paramount to investigate whether existing techniques for testing
(extended) finite state machines or communicating finite state machines [Lee and Y annakakis 1996] can be used directly or
should be adapted. Several directionsfor further investigations can be identified.

First, to what extent DEV S-like finite state machines have the appropriate characteristics to allow the use of the so called W-
method [Chow 1978], that has been widely used in the telecom domain for protocol testing. The W-method requires the
construction of atransition tree, for instance using a breadth-first or depth-first traversal of the finite-state machine. In the
example state machine (DEV'S model) in Figure 3(a), a breadthHfirst traversal® would lead to a tree with two paths: St ar't -

i n-Process-in-Finish-in-Process and Start-in-Process-in-Finish-out-Start, where the notation used to

specify atree path is a sequence of pairs st at e- event . The W-method then consists of two steps: The first one traversesthe
transition tree so that each path in that tree be covered by the test cases (this is the criterion), and the second one appends a
state identification sequence (also known & characterization sequence) to each transition tree sequence (i.e., test case) in

order to check the state that was reached. The characterization sequence is an input sequence that can distinguish between the
behavior of every pair of states by simply observing the output(s) of the state machine. In other words, the output(s) produced
by the finite state machine in response to the characterization sequenceis unique to the states. The successful identification of
the characterization sequence depends on the characteristics of the state machine (the interested reader is referred to [Chow
1978] for further details). Other similar techniques for state based testing from finite state machines exist (e.g., [Lee and
Y annakakis 1996]), but they all test the same sequences (from the tree) and only differ with respect to the sequence added for
the state identification problem. Note that the W-method, thanks to the characterization sequence, elegantly solves the oracle
problem with respect to verifying the state reached at the end of a test case: One simply executes the characterization

2 Using as a stopping criterion for the traversal the one suggested in [Chow 1978] : we stop traversing when a node in the tree corresponds
to a state that is already present elsewhere in the tree.



seguence, and uniquely identifies the state reached at the end of the test case by ssimply observing the output(s); There is no
need to add controllability and observability mechanisms to the system under test, which can realy be considered as a black-
box.

These strategies do not account for the timing aspects in DEVS models. Authors have thus extended the Wmethod for
testing real -time systems, when the software behavior is specified as atimed input output automaton (TIOA) [En-Nouaary et
a. 2002]. Such an automaton specifies behavior in terms of input and output actions that the machine receives from and
sends to the environment, states (including an initial state), clocks and transitions. The TIOA formalism does have interesting
similarities with DEV'S formalism, athough the mapping is not immediate, and some work has been done in finding
equiva ences between the two formalisms [Giambiasi et a. 2003]. Given that the Timed Wp-method seems to be applicable
to communicating TIOA, it is thus worth investigating to what extent the Timed Wp-method can be applied (or adapted) to
DEVS models.

Note that in a situation where the state-based behavior is not fully specified in the state machine (the DEVS model), it is
necessary to complement any criterion explicitly based on the state-based behavior with the test of so-called sneak paths
[Binder 1999]. For instance, it may happen that the response of a state to a specific event is not specified in the state machine,
thus stating that the event is simply ignored (this is for instance a common practice when specifying UML statecharts). In
such a situation, one would want to verify that when the system executes, is in that given state, and receives the specific
event, the event isindeed ignored. If test cases are only derived from the behavior specified in the state machine (e.g., using a
transition tree), this sneak path will not be exercised.

Last, in order to give insight to the DEV'S designer/tester as to which criterion to use in a particular context, the identified
criteriawill have to be evaluated: see Section 4.4.

4.1.2 Boolean expressions and Categor y-Partition

Since, as pointed out in [Wainer et a. 2002] complex cellular models can be defined thanks to Boolean, relational and
arithmetic operators, it seems clear that existing techniques for testing Boolean predicate expressions are relevant [Ammann
et al. 2003, Weyuker 1994]. Different strategies to derive test cases from a Boolean formula exist (the interested reader is
referred to [Ammann et al. 2003, Weyuker 1994] for details) and some are more cost-effective than others (i.e., less test cases
and more fault detection capabilities). If a DEVS model involves complicated Boolean expressions, it will be necessary to
complement the state-based criteria with such Boolean expression criteria. Similar combinations between Boolean expression
testing and state-based testing criteria have been aready suggested for UML statecharts[Offutt and Abdurazik 1999].

Another functional testing strategy that could be considered is Category-Partition [Ostrand and Balcer 1988]. It is the most
well known extension of input domain partitioning and boundary value analysis’ [Myers 1979]. The specification (e.g., a
DEVS model) is decomposed into functional units to be tested independently (e.g., system operations or class public
operations, depending on the context of application). Then, parameters and environment conditions affecting the function’s
behavior are identified. Categories for such parameters and conditions are defined such that they trigger a different behavior
of the functionality, and are chosen to maximize the chances of finding errors. A category can be seen as amgjor property of
the parameter or condition. Then, each category is partitioned into a series of distinct choices, i.e., partition classes, including
all the possible values for the category. The set of categories and choices congtitute the test specification from which it is
possible to derive the test frames, that is a template to derive test cases. Each test frame is composed of a set of choices from
all the categories, where each category contributes with, at most, one choice. Possible interaction among different choices
belonging to different categories can be annotated in the test specification as constraints. A constraint indicates, for instance,
that a choice belonging to a category cannot appear in the same test frame of another choice belonging to another category.
This alows testers to reduce the number of possible test cases. Work has aready investigated, with success, the combination
of state-based criteriafor UML statecharts and Category-Partition [Briand et al. 2004c].

Since there is evidence that traditional state-based criteria can be efficiently combined with Boolean expression testing or
Category-Partition testing, it seems worth investigating the combination of state-based criteria for DEVS modéels (e.g., an
adapted Wp-method) and those two black-box techniques. Again, an evauation of the different strategies will be required,
especialy considering that in the case of combining state-based criteria with Boolean expression testing, initial empirical
investigation showed the resulting combined criterion to have a low cost-effectiveness compared to other criteria (e.g., the
W-method) [Briand et al. 20044].

3 A common approach to generating test cases from functional specificationsiis to partition the input domain of the function/method being
tested into equivalent classes, and then to select an input for each class of the partition (and at the boundaries of the partitions), according to
the principle that all elements belonging to an equivalence class are interchangeable for testing purposes.



4.2. Testing Infrastructure

Regardless of the selected criterion, testing data for a DEVS modd will entail: (1) a sequence of inputs (possibly sent to
different ports) to the model under test, aswell as (2) delays between the inputs. For instance, referring to the model in Figure
3 (a), atest case could be: supposing the model isin the Sart state, send the input value 4 at time 2 through port in, wait for
13 time units, and send an input with value 2 through the input port in. As aresult, we expect the model should go from Start
to Process at time 2, produce an output of the value 1 through the output portout and change to Finish at time 12, and then be
back to Process at time 13.

It isthen clear that such a test case can itself be modeled using the DEV S formalism, asillustrated in Figure 6. Similarly, a
DEV S model could be in charge of collecting the outputs of the DEV S model under test, and play the role of the oracle, i.e.,
directly report on failures if erroneous data are received on correct data are not received in time. Such a strategy has aready
been experimented with [Wainer et al. 2002]. Note that it may be necessary to add output ports to the model under test (and
perhaps input ports too) to observe (and control) the behavior of the model under test. This will especialy required if,
because of the specifics of the model, we cannot find a characterization sequence (recall Section4.1.1).

out!4 Intermediate out!2
TL=13

'out: Integer

Figure6 A test casefor Figure3(a) asan DEVS model

In terms of test scaffolding, that is test infrastructure, no stub seems to be required for the verification and validation of a
DEV S model. CD++ can serve asthe core of the testing infrastructure. Any other DEV S model simulator would do too. Note
however that it is important that the simulator be able to execute without the user inputs (i.e., in a batch mode): we do not
want the tester to stand by the computer while hundreds of test cases execute. Thanks to such environment, test cases
generated according to the selected criterion can be transformed into a DEV'S model that is connected to the input(s) of the
model under test as discussed above.

4.3. Oracle

The oracle problem is acute in such V&V activities as in any other complex V&V activity (e.g., software), and there is no
general solution: can the expected output be described (or computed) simply from the specifics of atest case or do we haveto
resort to the expertise of the modeler or any other expert in the problem at hand? Is it dways possible to describe the correct
result of the simulation as a formula or perhaps a DEVS model? The modeler (or expert) may not know the correct answer,

and this might be the reason why s/he is performing a simulation. It is well known in the simulation community that

interpreting simulation results is not an easy task, even for an expert. Nonetheless, there might exist simple cases for which

the expected output is known, although the modeler is redly interested in more complicated cases (e.g., longer runs): the
model can then be tested against those ssimple cases and results can be extrapolated for the more complicated ones. If two
different models can be built for the same problem, they can be used to test each other. (This is known as having a partia

oracle). Executing atest case on each of them should produce the same result. The reader isreferred to [Weyuker 1982] for a
discussion on these aternative solutions to the oracle problem in the context of software testing. It is worth noting that as the
complexity of the model under test increases, we can expect any interesting criterion (e.g., a cost-effective one) to produce a
large number of test cases and it does not seem reasonable to ask the modeler or expert to ook at them all and decide whether
the outputs are correct. The tester should then strive for an oracle (even partial) as automated as possible.

An elegant solution to the oracle problem in a state-based context is the W-method, or its extensions, already introduced in
Section 4.1.1. Recdl that when the state machine has the right characteristics [Chow 1978] it is possible to use a
characterization sequence to uniquely identify the state reached at the end of a test case. When possible, this ssimply

eliminates the need to build an expensive oracle for the verification of the state reached. (Note that we still need an oracle to
evauate the outputs). However, as in the context of finite state machines for which the W-method can be applied, the
machine may not possess those interesting characteristics. The W-method, i.e., the construction of test cases by traversing the
stat machine, can still be used. It is the second part of the technique that cannot.

Anather alternative to building expensive oracles has recently been suggested in the context of software testing. Contract, for
instance defined according to the Design by Contract approach [Meyer 1997], can be transformed into code statements
(called assertions), that are eventualy inserted in the source code under test. Such assertions have been shown to be
reasonable substitute for oracles[Briand et a. 2003], thus solving the oracle problem, and some work has already shown that
contracts defined in OCL (in the context of UML) can be automatically instrumented in a Java implementation [Briand et al.
2004b]. Then, there is no need to build an oracle, which as we have seen before is not an easy task, and simply rely on the
assertions to reveal failures. Choosing between oracles and assertionsis a decision that can be driven for instance on the level



of confidence we would like to have in the ssimulation results. Indeed, those assertions are only reasonable substitute as
experiments have shown that some faults, which are revealed by oracles are missed by assertions [Briand et a. 2003]. This
seems an interesting avenue for further research though, especially since CD++ alows the designer to create C++ classesto
describe complex behavior, i.e., to write code in addition to build amodel, and combine the C++ classeswith aDEV S model.

4.4. Other Considerations

Note that once a set of test cases have been identified when using a given criterion, such as the two examples described in
Section 4.1.1 for the model in Figure 3(a), one issue still remains. How to identify real inputs (values for input ports and
delays) for the DEVS modd in order to exercise the set cases. For instance, what is a possible set of inputs to the DEVS
model in Figure 3(a) that would trigger test case St art - i n- Process- i n- Fi ni sh-i n- Process? As discussed previoudly,
the following would do: send input 4 at time 2, wait during 12 time units, send input 2 after 1 time unit. Identifying actua
input valuesto trigger atest case (i.e., apath in amodel) isawell known issue in the software testing community, referred to
as path sensitization [Beizer 1990], that often does not find an obvious answer: it is an un-decidable problem; no agorithm
can solve this problem in all cases. People have thus investigated the use of heuristics techniques such as Genetic Algorithms
(eg., [Tracey eta. 1998]) .

In a standard process, when a modeler tests a DEVS model and results show failures, the model undergoes changes and the
changed model should pass through a testing procedure too. One of the objectives is to verify that the changes haven’t
introduced new problems and this testing activity is known as regression testing. Regression testing techniques have been
applied to procedural and object-oriented software as well as spread-sheets [Fisher |1 et a. 2002, Rothermel and Harrold
1997, Rothermel et al. 2000] and it will beinteresting to see how they can be applied (or adapted) to DEV S models.

CD++ provides two main working approaches, as discussed in Section 2. The principles discussed so far apply to both
approaches. In the case where the model is directly implemented in C++, additiona strategies can be considered. First, the
tester will be interested in structural coverage of the C++ source code[Beydedaet a. 2001, Binder 1999). It isindeed usually
admitted that functional and structural approaches are complimentary.

Another issue is that applying those testing techniques for the V&V of DEVS models assumes that the DEVS model
simulator is trustworthy. How is this achieved is another chalenge which seems to be similar to testing compilers
[Boujarwah and Saleh 1997]. So far, given that the simulation engines are built using DEVS abstract simulation concepts
[Zeigler et al. 2000], and that tool users did not report many problems related to the simulation engines’, users have enough
confidence in the simulation results. The strategy that has been adopted so far for the CD++ toolkit isto resort to a number of
benchmarks models of varying complexities (which isvery similar to compiler testing). Such a strategy may become an issue
if DEVS models and CD++ are used to specify safety critical systems, such as an airborne system. Indeed, in such cases, not
only users have to be convinced that the simulation results are trustworthy, but international certification organizations have
to be convinced too. For specific such systems the tools used to develop them (in our case CD++) must be certified at the
same level or criticality asthe built system, and thisrequires alot of effort [RTCA 1992].

Last, thereisan increasingly stringent call for experimental evaluation of testing criteria. On the one hand, it may seem that if
criterion C1 subsumes criterion C2, then a C1 adequate test set is guaranteed to find more faults than a C2 adequate test set
for every program. Thisis unfortunately not true: there exist programs for which a C2 adequate test set finds more faults than
a C1 adequate test set athough C1 subsumes C2 [Frankl and Weiss 1993]. The anaytica comparison of criteria (i.e., the
subsumes hierarchy) is not sufficient and we have to resort to experimentations. For instance, it has been shown that the
strategy suggested in [Chow 1978] for finite state machines and adapted by Binder to UML statecharts [Binder 1999] does
not necessarily lead to interesting test sets [Briand et a. 2004a]. Similarly, combining state based criteria with Boolean
testing, as suggested in [Offutt and Abdurazik 1999], has been shown to be very effective (more effective than other well-
known state-based criteria), but at a very high cost [Briand et a. 20044]. It will then be necessary, once some criteria have
been identified for DEV S model, to empirically evaluate their cost and effectiveness.

5. Conclusion

Performing Verification and Validation (V&V) of discrete event system model (for instance specified in DEVS) has been
identified as a paramount activity, as it can increase the confidence of the user in the smulation results and lead to the
accreditation/certification of the simulated system. Because of the interesting capability of DEVS models to be executable,
thanks to environments such as the CD++ toolkit, a natural approach is to consider software testing techniques to perform
V&YV of DEV S simulation models (testing requires the execution of the tested system).

4 Since 1999, CD++ users reported only 3 errors related to the simulation engine, which were identified and fixedin a matter of hours.



As discussed in this article, DEV'S models have many similarities with behavioral models that are used to specify and test
software systems (i.e., finite state machines and extensions of it). It clearly follows that there are many avenues for research
on applying (perhaps adapting) existing software testing techniquesto the V&V of DEVS models.

Inthisarticlewetried to clarify what V&V of DEV S models, by means of testing, would entail in terms of applicable testing
techniques and testing infrastructure. We identified a couple of testing techniques commonly used for software testing that
seem to immediately apply to the testing of DEVS models. We aso clarified some of the main issues that we will have to
address in the future (e.g., the oracle problem). We showed that the DEV S formaism provides mechanism to help building a
testing infrastructure. Our objective was not to be exhaustive, and we may have overlooked possible software V&V
techniques (including testing) applicable to the V&V of DEV'S models. Our findings in this preliminary investigation seem
encouraging, athough many issues remain to be investigated. Overall, we now have to do it and experiment the V&V of
DEV S models by applying software testing techniques.

We have focused on testing techniques on purpose. Other software V&V approaches could be investigated too: symbolic
execution, model checking, transformation of the model into other models amenable to automatic checks (such as Petri nets),
etc.

Note that by trying to see how simulation can benefit from testing, we came to the conclusion that perhaps testing could also
benefit from simulation. Thiswill be investigated in the future as both authors get acquainted with each other’ sfield.
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